The 20 Critical Controls enable cost-effective computer and network defense,
making the process measurable, scalable,and rellable throughout the U.S. government, in
the defense industrial base, and in other organizations that have important information and
systems to protect. Itis based on actual threats, The controls were selected by a consensus
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Defence Signals Directorate - which are also presented here.

The 20 Critical Controls prioritize the less threat-related catalog of guidelines p

the U.S. National Institutes of Standards and Technology (NIST) in Special Publication 800-53.
This poster offers a snapshot of the purpose and main features of each of the 20 Critical
Gorkollshows e VA retings of each contzolbasicluliomwelItaccomplsies attack
mitigation, where it fits in the overall hierarchy of required controls, and the level of technical
maturity that has been reach in implementing the control, The poster also maps the 20 Critical
Controls to the Australian Defence Signals Directorate’s Strategies to Mitigate Targeted Cyber
Intrusions and the NIST Special Publication 800-53, Revision 3, Priority 1 Controls.

Youll find the up-to-date 20 Critical Controls,Version 3 document posted at:
www.sans.orgleritical-security-controls

And the tratlesto itgate Targated Cybar ntrusions postedat
www.dsd.gov.au/infosec/top3Smitigationstrategies.htm

UK Centre for the Protection of National Infrastructure (CPNI)is developing advice to support
the 20 Critical Controls: www.cpni.gov.uk/advice/infosec

NSA's Attack Mitigation View Of The 20 Critical Controls

‘The National Security Agency categorized the 20 Critical Controls both by their attack
mitigation impact and by their importance.
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Ranking in Importance: In order for a critical control to be a priority, it must provide a direct
defense against attacks. Controls that mitigat n attacks; a wide variety of attacks;
attacks early in the compromise cycle; and the impact of a successful attack will have priority
over other controls. Special consideration will be given to controls that help mitigate attacks
that we haven't discovered yet.
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Proof 0f Value In Automating The 20 Critical Controls

Automating the critical controls provides daily, authoritative data on the readiness of
computers to withstand attack as well as prioritized action lsts for system administrators to
maintain high levels of security. At the same
time, it eliminates the massive financial waste
ports that are
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Atthe US State Department, we see the first

agency-wide implementation of automated

security monitoring with unitary scoring

giving system administrators unequivocal

information on the most important security

actions that need to be implemented every

day. And the results ar
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those of other federal agencies hardly changed
atall. (Chart 1) And the risk reduction
continues to today. As importantly, when a
major new threat arose, the State Department
was able to get 90% of it systems patched
in 10 days (Chart 2) while other agencies,
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ation, got between 20% and 65%
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Critical Security Control
Inventory of Authorized and
Unauthorized Devices

Inventory of Authorized and
Unauthorized Software

Secure Configurations for
Hardware & Software on Laptops,
Workstations, and Servers

Continuous Vulnerability
RAssessment and Remediation

Malware Defenses

Application Software Security

Wireless Device Control

Secure Configurations for
Network Devices such as
Firewalls, Routers, and Switches

Limitation and Control of Network
Ports, Protocols, and Services

"

Controlled Use of
Rdministrative Privileges

12

13 Boundary Defense

14 Maintenance, Monitoring, and
lysis of Security Audit Logs

Controlled Access
Based on the Need to Know

15

Account Monitoring
and Control

16
17 Data Loss Prevention
18 Incident Response Capability

19 Secure Network Engineering

0 Penetration Tests and
Red Team Exercises

20 CitcalSecurity Controls
itial Security Contrl Description
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NSA identife these 3 controls as having specialvalue
forimmediate implementation i organizations that
have not yetimplemented more complete defenses.
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